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Internet Bandwidth is Relatively 
Slow and Expensive



One PC can break your network 
You need to be able to quickly
• Locate your heaviest users
• Understand what they are doing 
• Review past usage



Basic Strategy

• Understand your network topology
• Establish a baseline for Network Use
• Understand Users Needs 
• Plan to ensure these needs are met, while 

pruning/limiting unwanted traffic



Establish a Baseline
• What should traffic look like on a normal day?
• What applications take up the most traffic?

Email? Real audio? 
Web browsing? Peer 2 Peer?

• Who are my top 3 users?
• How much bandwidth do they use compared to a 

average user?



Network Management Tools

• Basic Graphs – History of usage in bits/sec

• Network Sniffer – Captures Everything –
Fills up disk quickly but good for real time 
troubleshooting

• IPAudit – Captures src/dst ip addresses/port 
numbers and bytes transfered 



Graphs – MRTG, (SMNP polled 
from routers or switches)

• Good for estimating when to buy bigger 
pipes (if you are watching for bad stuff)

• Help determine major change in traffic 
patterns

• Doesn’t identify what traffic is or who is 
using it



Normal Web Browsing

Peer 2 Peer Signature



How IPAudit works



IPAudit – Screenshots









Your Action Plan

• Block Traffic from the router
• Create and Enforce an Acceptable Use 

Policy
• Track heavy users down and make them 

aware of their impact on the Network



Another Product – Packetshaper

• Can allocate % of Bandwidth for certain 
traffic

• Can make one type of traffic higher priority
• Drops in between switch and router
• No Re-addressing required

http://www.packeteer.com/products/packetshaper.cfm



Getting a quote for IPAudit

Contact 
Kim Carrol 334 242 0155
kcarroll@asc.edu

Generally Includes
• 1 U Server (no monitor)
• Installation of Linux and IPAudit
• Support and maintaince (great if you have little 

time to spend on learning a new OS)



If you have your own hardware

AREN Can...
• Help you install Linux over the Network on 

your hardware (you support and maintain!)
• You need a server w/ Floppy drive, Hard 

drive and Network Card and capable switch

(AREN Customers Only – Others get a quote)
Contact Helpdesk: 800 338 8320



Or Build it yourself, there is no 
charge for the software!

http://www.redhat.com
http://www.linuxiso.org
http://ipaudit.sourceforge.net/ipaudit-web/
http://people.ee.ethz.ch/~oetiker/webtools/mrtg

http://www.redhat.com/
http://www.linuxiso.org/
http://ipaudit.sourceforge.net/ipaudit-web/
http://people.ee.ethz.ch/~oetiker/webtools/mrtg


Questions/Comments
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