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What is Network Security  

Network security consists of the provisions made 
in an underlying computer network infrastructure, 
policies adopted by the network administrator to 
protect the network and the network-accessible 
resources from unauthorized access, and 
consistent and continuous monitoring and 
measurement of its effectiveness (or lack) 
combined together. - Wikipedia 



Key Points  

¥! Defining policies regarding acceptable use of 
IT Resources 

¥! Controlling access to IT resources. 

¥! Monitoring and measuring the effectiveness of 
those controls, and policies 



Defining Policies   

First Step Ð HAVE A POLICY 

Make the users aware of the policy 

Enforce the policy with external and internal controls 



Controlling Access to Resources  

External Controls - Controls access between networks 
 Firewall 
 Content filter 
 IDS & IPS 

Internal Controls Ð Controls access within a network 
 Authentication 
 Anti-virus 
 Anti-spyware 
 Acceptable Use policy 



Firewalls - Features   

Access Control List (ACL) Ð Access Restrictions 

DeMilitarized Zone (DMZ) Ð Segment Networks 

Virtual Local Area Network (VLAN) Ð Segment Networks 

Network Address Translation (NAT) Ð Content Filtering 

Virtual Private Network (VPN) Ð Remote Access 



Firewalls - ACL   

Control access between networks (permit or deny) 
1.! IP Address 
2.! Protocol 
3.! Port Number 
4.! Time of Day 

Can only control traffic passing through it 

Not a Content Filter 

Basic Rule: If you donÕt need it, turn it off. 



Firewalls - DMZ   

Network Segments 
1.! Wireless (Internet Access Only) 
2.! Different Campuses 
3.! Labs (No Internet, Server Access Only) 
4.! Internet Servers (Web & Email Servers) 
5.! Private Servers (STI DB, SETS, McAleer) 
6.! etcÉ 

Must be a separate subnet to force traffic through 
the firewall 



Firewalls - VLAN   

VLANs are a switch technology to create multiple 
virtual switches out of one physical switch 

Useful with DMZs to provide extended range for 
network segments 

Same network segment reasons as DMZs 

Trunking VLANs across networks 



Firewalls - NAT   

Several types of NAT 
1.!Many to One (Port Address Translation) 
2.!One to One 
3.!Policy NAT  

Security through obscurity 

Useful for Content Filtering requirements 
1.!Admins 
2.!Teachers 
3.!Students 
4.!Wireless 



Firewalls - VPN   

Secure Remote Access to Local Resources 

Cisco IPSEC Client 
1.!NO VISTA SUPPORT!!! 
2.!Must download, install, and setup client 

WebVPN 
1.!Client-based (Anyconnect Client) 

¥! Vista Support 
2.!Clientless (Browser-based) 

Authentication from local AD server or LDAP server] 

AD Server controls access restrictions 



Content Filter   

Web Filter Must be CIPA Compliant 

Deny access to proxies Ð almost impossible with 
home proxies 

Different filters for different levels of users 

Email spam and virus filters 



IDS & IPS   

Intrusion Detection System (IDS) 
Monitors network traffic and identifies 
malicious traffic (ex. IP Audit Ð Needs monitor 
port on central switch) 

Intrusion Prevention System (IPS) 
Builds on IDS, and after identifying malicious 
traffic, it then drops only the bad traffic off the 
network 
Could backfire on network admin with spoof 
attacks (releasing control of network from 
Admin) 



Manageable Switches  

Basic Rule: If you donÕt need it, turn it off. 

That goes for individual ports as well 

Use VLANs to separate different networks 



Server Configuration  

Authentication 
 Unified Authentication 
  Active Directory, OpenLDAPÉ. 
  Advantages and Disadvantages 

Unused Services Turned OFF!!!! 
 IIS?  Old Pop/IMAP?  Telnet?  UPnP? 

Software firewall 
 Windows Firewall, iptables 

Password Policies 
 Strong Passwords! 

Scheduled updates 
Anti-Virus   
Absolutely NOT used for surfing the web 
Encryption turned on where possible 

 SSL (HTTPS, IMAPS, POP3S) 
   



PC Configuration  

Strong Passwords 

Secure services where possible  
 Not pop, but pop3s  etcÉ 

All services turned off that arenÕt needed. 

Antivirus/Anti Spyware/Auto updates 

Firefox/chrome 
 In case of IE compromise 

USB devices 
 Long talk.  

LaptopsÉ (nightmares) 



Tools  

Unix Systems 
 ps, top, rpm ÐV, df, etcÉ 

Windows Systems 

Sysinternals Tool sets = Win. 
http://technet.microsoft.com/en-us/sysinternals/bb896649.aspx 

 File and Disk Utilities 
 Networking Utilities 
 Process Utilities 
 Security Utilities  (root kit revealer) 
 MiscÉ  



Backups  

Security breaches *will* happen 

Disks *will* fail 

Users *will* accidentally delete important things 

Backup Exec, Rsync, etc..   Have them at the ready 



Users  

I hate to use the word, but users are É..  

Bad passwords 
 dangers 
 Good passwords, easy to remember 

Downloading attachments 
 Viruses/Spyware 

Clicking on pretty things 
 Cross-site scripting 

Is it their fault? 
 Sometimes.  Human nature.   
 Our job is to be prepared. 
 Our job is to educate 
 Our job is to secure. 



Monitoring  

I call you, and say ÒYouÕre sending out spamÓ.   What do you do? 
 Firewall capture 

What if it only sends out spam at night? 

Bandwidth monitors 
 Outgoing traffic vs. Incoming traffic 

Ipaudit?  Nagios?  Netflow? 

Tools 

  http://www.slac.stanford.edu/xorg/nmtf/nmtf-tools.html 



Wrap up  

Key Points 
 Firewall 
 Separation of traffic 
 Encryption 
 Good Passwords 
 Turn it off if it isnÕt needed 
 Usage Policy 
 Monitoring 

Questions? 


