AREN Network Monitoring and Auditing

ASA can provide clients with the local monitoring of all LAN and/or WAN network activity
in a school or an entire school system. Monitoring network traffic has many benefits such
as providing much needed data that can be used in troubleshooting and in better
managing of a network’s resources and traffic flow. When a network is experiencing
slowdowns this data can provide insight into what might be causing the problem such as
a virus-infected desktop or a hacked server.

The traffic monitoring and logging is done by a monitoring server, which uses a side-
scanning approach for collecting its data. Side-scanning occurs when the server is
placed somewhere within the network where it can view all the data needed to be
monitored, but does not slow the traffic or alter it in any way and can be taken off the
network without interfering with the network traffic at all. This approach is faster, more
efficient, and safer than the inline approach where all traffic must flow through the
server, which may lead to a traffic bottleneck. Another disadvantage to an inline server is
that it becomes a single point of failure in the network and will cause all network traffic to
cease if the monitoring server is not working correctly.

Monitoring Network Traffic with Open-Source Applications:
IPAudit and IPAudit-Web

The monitoring server is built using an open-source application called IPAudit. The
IPAudit application listens for activity on a network interface placed in promiscuous
mode. This interface is usually a high-speed port on a switch that has the ability to span
multiple ports over one interface. Once spanned, the interface then has a copy of every
packet that is sent through the entire switch. IPAudit is able to watch every unique
connection that travels through this interface, but can also be configured to log only
certain subnets and not every connection.
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Reports and Graphs Provided by IPAudit-Web
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An example of what an atypical graph for internal and external traffic may look like is
shown in <Figure 3>. An atypical graph for current incoming and outgoing network traffic
is shown in <Figure 4>. You can notice the weekends are the valleys and the weekdays
are the peaks.
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IPAudit-Web Provides Network Traffic Analysis Tools

IPAudit-Web provides the ability to
search for unique session instances
by such things as IP address, used
ports, time frames, protocols, and
the first and last talker. A search for
a single node of 129.66.20.7 is
shown in <Figure 5>. When a
specific node is identified to be
causing trouble, such as using an
abnormal amount of network traffic
for a particular time period, this
report can be very useful. One can
view the identified node’s traffic
patterns broken down into time
periods, which could help identify the
first occurrence of the traffic
anomaly. The starting time-period
may help to pinpoint the identified
node’s problem, such as a hacked
server sharing movies and games
over the Internet.
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1P Address 129.66.20.7
Traffic Total for past 7 days 596,008,587
(Excluding today) ,098,

DAILY TRAFFIC (bytes)
Date Incoming Outgoing Total
Mon, Dec 5, 2005 46,238,020 129,692,574 175,930,594
Tue, Dec 6, 2005 39,690,788 107,507,951 147,198,739
Wed, Dec 7, 2005 18,218,372 65,326,035 83,544,407
Thu, Dec 8, 2005 26,549,366 106,751,284 132,300,650
Fri, Dec 9, 2005 14,170,272 31,457,602 45,627,874
Sat, Dec 10, 2005 1,270,053 4,602,881 5,872,934
Sun, Dec 11, 2005 1,124,265 3,499,224 4,623,489
WEEKLY TRAFFIC (bytes)
-- Sunday through Saturday --
Date Incoming Outgoing Total
Sun, Nov 13, 2005 163,222,849 428,162,356 591,385,205
sun, Nov 20, 2005 188,186,051 1,469,475,436 1,657,661,487
sun, Nov 27, 2005 241,998,433 1,088,704,928 1,330,704,361
Sun, Dec 4, 2005 147,680,734 448,228,464 595,909,198
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Traffic Type by Protocol
Protacol Incoming (bytes) Outgoing (bytes) Total (bytes)

http 28,202,816,331 19,417,171,007 47,619,087,338
ssh 5,844,088,993 8,921,500,697 14,766,489,690
uDP 466,318,935 6,587,725,056 7,054,043,991
TCP 2,441,406,842 1,320,076,037 3,761,483,779
mail 1,470,182,850 1,139,865 0 2,609,836,230
https 385,994,002 379,233,413 765,227,415
pop3 60,458,787 691,309,562 751,768,349
snmp 257,871,020 258,729,773 516,600,793
NetBios 88,500,268 33,617,690 122,117,958
ICMP 54,638,942 47,761,128 102,400,070
imap 4,585,471 50,779,710 55,365,181
ftp-data 7,710,519 442,435 8,152,954
napster 3,239,271 2,402,938 5,642,209
Real AV 2,193,299 69
socks 449,147 269,544 718,691
AOL_IM 389,870 267,215 657,085
telnet 353,333 292,964 646,297
squid 121,988 257,204 379,192
Shoutcast 18,881 206,577 225,458
FastTrack 135,574 73,786 209,360
irc 112,002 71,743 183,745
imesh 26,549 32,681 59,230
news 15,594 26,272 42,266
gnutella 16,621 16,446 33,067
Hotline 1,426 19,895 21,321
Real_A/V 2,260 18,258 20,518
scour 840 9,858 10,698
ut 89 0 89
other 56,660,314 348,086,340 405,646,654
TOTAL 39,349,210,418 39,200,952,578 78,550,162,996
Elapsed time is 130 seconds.
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IPAudit-Web provides a daily breakdown of
network traffic by protocol, incoming bytes,
outgoing bytes, and total bytes <Figure 6>.
This view is very helpful in identifying the
underutilizations and abuses of a network’s
resources. This information will also provide
for better troubleshooting when trying to
identify certain traffic-shaping problems or in
the consideration of firewall ACLs (Access
Control Lists). This table (Figure 6) shows
that the most used protocol on this WAN is
web traffic (http). It also shows that there is
some P2P (Peer to Peer) traffic traveling the
network such as the following: Shoutcast,
gnutella, napster, FastTrack (Kazaa,
Grokster, etc.), Hotline, and imesh
protocols. The amount of P2P traffic may be
acceptable for some networks and not for
others. Acceptability depends on the amount
of the network’s total bandwidth, the
protocols used, and the ability of the
network to control this traffic.




ASA Offers Several Different IPAudit/IPAudit-Web Configurations

ASA offers several different IPAudit/IPAudit-Web configurations, which are dependent
upon the network(s) used to monitor activity and the equipment on which it is configured.
Some possibilities include the purchase of a new server with an IPAudit system in place,
or the purchased service of a Systems Analyst to install and configure IPAudit on one of
the clients existing machines. Other services are available at the client’s request.

We have created and/or installed IPAudit servers at the following locations:
Alabama A&M University

Baldwin County Schools

Chilton County Schools

Dauphin Island Sea Labs

Scottsboro Schools
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http://ipaudit.sourceforge.net/ipaudit-web/

**xx |PAudit is a free network-monitoring program available and extensible under the
GNU GPL. For more, see License Information. ******
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