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Spam and Virus Filtering

Spam, or unwanted bulk email, and viruses have become an increasing problem
over the last few years. In 2003 it was estimated that corporations lost $10 billion worth
of diminished user productivity, consumption of IT resources, and help desk costs in
combating spam." The costs associated with viruses are much higher. In February 2004,
viruses cost an estimated $83 billion worldwide. "  The main target vector of viruses
over the last several years have been through email, so dealing with these issues together
is ideal. There are hundreds of plugins out there for email clients that can help with
spam and virus identification, but if the spam/virus has made it to your computer then it
has won half the battle. Let’s examine the various ways that the spam/virus can be
identified at the server level or even before the server.

Rule Based Scanning

Rule Based scanners use rules to look at email and assign weights to words or
phrases which are commonly used in spam. For example some sites might want to block
all email containing explicit or vulgar words.  This can work, but it can also lead to
some false positives. As words such as ‘sexual’ usually connote spam, they also can be
important (non-spam), e.g. ‘sexual offender’. Also, the simple word filter is hard to
implement since spammers quickly catch on and obfuscate their words. Consider the
word V14graor V1agra. We can immediately read these words, but computers
cannot. Spamassassin is the most commonly used rule based scanner and has an
extensive database of rules which assign weights. For example consider the rule:

body DRUGS_SMEARL1 /(?:Viagra|Valium|Xanax|Soma|Cialis){2}/i
describe DRUGS_SMEAR1 Two or more drugs crammed together into one word
score DRUGS_SMEAR1 1.310 1.372 1.576 1.337

This rule looks at the body of the email, for two or more drug names together as one
word. The score section contributes a weight to the overall message score and the sum
of the weights can determine whether or not a message is spam. The scores are written
so that you can adjust them to suit your needs. Alabama Supercomputer Authority’s
email service has been tuned so that the rules for some words are weighted much higher
than the standard to catch even more spam.

Bayesian Filtering

One of the weaknesses in the rule based approach is that the rules are fixed and
once you have a copy, the spammers do as well. They can then reverse engineer their
spam to bypass the rules. Bayesian filters" adapt to the content by relying on the user to
‘teach’ it what is spam and what isn’t. Ideally, one would start with a large corpus of
known good mail and known spam. Then the filter would learn what is good for you and
what is bad. Each time you get a spam message you can send it to the filter and it will
adjust the scoring system depending on what it gets from you.



Whitelisting and Blacklisting

Whitelisting (always allowing) and blacklisting (always blocking) are settings in
every spam filter. These are the first line of defense against viruses and spam floods, and
would also enable us to receive email from your favorite uncle even if he liked to talk
about all the pain medication he is on after his surgery. Now certain sites publish their
own blacklists of known spammers, called Real-time Black Lists (RBLS).

RBLs" are lists of IP addresses that spam is known to have originated from.
When applied to your mail filter now, you can eliminate a good quantity of email, and
depending on your configuration keep the email from reaching your server. False
Positives (non-spam marked as spam) are a large problem with RBLs. For instance, if
someone gets a virus on a private network, the public address is listed with the RBL, and
no one behind the firewall can send mail. Also, legitimate mailservers occasionally are
listed on RBLs due to a miscommunication, or misconfiguration. Recently this has
happened to several big names such as Bellsouth and Earthlink. This is a major concern.
The best way is to use the RBL is in conjunction with a rule based scanner so that
weights for each RBL can be established, and contribute to the overall spam score. ASA
has its own RBL list which is constantly being updated to augment our spam and virus
scanners. This list is publicly addressable and we may be interested in helping others by
publishing a global whitelist and blacklist in the future.

Checksum Scanning

Blocking unsolicited bulk email can also be facilitated by noticing the word
‘bulk’. Since the vast majority of spam is actually 1 message sent to thousands of
people, the best way to block it is simply by counting each message seen by a mailserver.
A unique tag or ‘checksum’ of each message is used to count the number of messages.
These checksums can be shared to give a ‘global’ count. Once the checksums have been
seen many times, and the IP address of the originating machine has not been whitelisted,
then the emails are marked as spam. Distributed Checksum Clearinghouse" has a
network of servers that simply count each unique email, and then share that information
with all of their partners. As the number of times that each email has been seen rises, its
probability of being spam or a virus also rises. ASA is currently a member of the DCC
network of servers which drastically reduces the timeouts and other errors associated with
network checksumming. _ )

Another checksumming system is that of Razor"' or Pyzor”™'. Each of these has a
network of actual people who report known spam checksums. In this way, it is not the
quantity of email that is important; simply that one of their network of people has
reported a message as spam.

Sender Policy Framework

Sender Policy Framework™" (SPF) actually has very little to do with determining
what is spam. What SPF attempts to do is to increase the ‘cost’ of spam to the sender.
Currently, spammers pay very little for the messages they get out. But if one could
increase the cost to them then this would be a disincentive to spam. SPF does this by



registering which machines in your domain are registered to send mail for your domain.
In this way, forging “From:” headers in the email message become harder. If everyone
eventually registers an SPF record then spammers will be easily identifiable and finding
their domains and blocking them becomes quite simple. Currently AOL and Yahoo are
already implementing SPF checks on all incoming messages, with hard failures to be
implemented soon. For ASA customers who have their DNS registered with our
nameservers, we offer SPF registration as a free service, simply call the helpdesk and tell
them you would like to register your SPF record in DNS.

Virus Scanning

This is the last item on our list but it is probably the most necessary. Email is the
method of choice for distributing viruses. Running a spam filter without catching the
viruses only fixes part of the problem. The most popular thing for viruses to do (other
than replicate themselves) is to send out more spam. So implementing a virus scanner
as part of your overall spam solution is an absolute necessity.

Off Site Scanning

Your spam and virus scanner does not have to be on your network. If you
consider that the spam and viruses are just wasting your bandwidth then you probably
would not even want the scanner on your network. Solutions exist whereby a simple
DNS change can direct incoming email to an external mail scanner through a 3" party
provider. ASA provides such a service today to many school systems. ASA’s email
scanners implement all of the rule based systems above, with some custom tweaks which
enable us to catch even more of the spam and viruses. Further restrictions can be applied
which will deny any messages that are not from ASA’s mailscanners to your machine.
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Conclusion

There are many tools with which to fight the problem of spam. Implementing
them now can save time and money for your network. Consider how much time and
energy you currently spend on fielding calls related to spam and viruses. As a first step,
please consider publishing a valid SPF record. This will definitely help with the overall
problem in the future.

' The Ferris study, http://www.entmag.com/news/article.asp?EditorialsID=5651
" The Washington Times on Monday, March 01, 2004 Article ID: D140718

" http://spamassassin.apache.org/

" http://www.email-policy.com/Spam-black-lists.htm

¥ http://www.rhyolite.com/anti-spam/dcc/
Y http://razor.sourceforge.net/

Vil http://pyzor.sourceforge.net/

Vil http://www.openspf.org

For more information please contact Richard Trice(rtrice@asc.edu).
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